Ç R APID urbanization is a global megatrend with 66 percent of the world's population expected to live in urban areas by 2050. The staggering exponential increase in urbanization is leading to more people migrating to major cities in the search of better opportunities and quality of life. Cities need to increase the efficiency in which they operate and use their resources sustainability in order to meet the demands imposed by rapid urbanization. The challenge is to continue providing basic resources such as sufficient fresh water; cleaner energy; transportation alternatives to commute efficiently from one place to another; adaption to changing climatic conditions; safety and security; while also ensuring economical, social, and environment sustainability.
for a paradigm shift that will require the need for data processing, analysis, and security close to the connected "things" i.e., towards the edge of the network in-order to support the growing smart city ecosystem. This paradigm shift will lead to an explosive growth of independent, owned and operated things and services including gateways, repeaters, smart infrastructure, and systems.
Such a paradigm needs to be architected in a way that is easy to operate and dramatically simplifies the management of service offerings through scalable orchestration and proper automation. It must allow management, integration, and deployment of different tenants (such as services and things independently owned) within the smart city ecosystem in a uniform way. It should also have a suitable policy framework, letting specific stakeholders have access to data produced by other tenants, and analyze and extract values from the data. In order to address these challenges, this special issue solicits high quality original research papers (including smart city experience papers) that made significant contributions to the state-of-the-art in "method and techniques to build sustainable smart city solutions" research area. The call for papers received a number of submissions. After a two-phase peer review process, we have accepted five high-quality papers related to the aforementioned areas of interest which will be published in the October-December 2017 as Part 1.
PART 1: OCTOBER-DECEMBER 2017
The first paper titled "Data Replication and Virtual Machine Migrations to Mitigate Network Overhead in Edge Computing Systems" by Nikos Tziritas, Maria Koziri, Areti Bachtsevani, Thanasis Loukopoulos, George Stamoulis, Samee U. Khan, George Stamoulis, and Cheng-Zhong Xu investigates the use of data replication in conjunction with the VM assignment problem in cloud and edge environment. In particular, they propose algorithms that decides 1) which data should be replicated and where and 2) which VM must be migrated so as to minimize the network overhead between traditional cloud and edge devices. They discuss both the un-capacitated case and the more realistic case whereby datacenters (for the traditional cloud case) and micro-datacenters (for the mobile cloud case) have limited storage and computing capacity. They propose an algorithm based on hyper-graph partitioning to solve the aforementioned problem in an optimal way regarding the unconstrained case and extend it to capture storage and computing capacity constraints. Experimental evaluation shows that the proposed algorithm yields up to R. Ranjan is with Newcastle University, UK. E-mail: raj.ranjan@ncl.ac.uk. P.P. Jayaraman and D. Georgakopoulos are with RMIT University, Melbourne, Australia. E-mail: {prem.jayaraman, dimitrios.georgakopoulos}@rmit.edu.au. M. Villari is with the University of Messina, Italy. E-mail: mvillari@unime.it.
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The second paper titled "Predicting Transportation Carbon Emission with Urban Big Data" by Xiangyong Lu, Kaoru Ota, Mianxiong Dong, Chen Yu, and Hai Jin addresses an important topic in developing sustainable smart cities solutions namely carbon emission. In particular, the focus of this work is on predicting the real-time and fine-grained transportation carbon emission information in a smart city, based on the spatio-temporal big datasets observed in the city, such as taxi GPS data, transportation carbon emission data, road networks, points of interests (POIs), and meteorological data. They propose a three-layer perceptron neural network (3-layerPNN) to learn the characteristics of collected data and infer the transportation carbon emission. Experimental results show that the proposed methods have significant advantages over well-known machine learning methods such as Gaussian Naive Bayes, Linear Regression, Logistic Regression, and deep learning methods such as Stacked Denoising Autoencoder and Deep Belief Networks.
The third paper titled "Sociability-Driven Framework for Data Acquisition in Mobile Crowdsensing Over Fog Computing Platforms for Smart Cities" by Claudio Fiandrino, Fazel Anjomshoa, Burak Kantarci, Dzmitry Kliazovich, Pascal Bouvry, and Jeanna Neefe Matthews investigates a sociability-driven framework for data acquisition from citizens of smart cities. Data is the main pillar of future smart city solutions and the ability to collect them from the citizens will enable customized and useful smart city services and applications. To this end, the authors propose a novel framework for data acquisition in mobile crowd sensing deployed over a fog computing platform which facilitates important operations like user recruitment and task completion. The proposed user recruitment policy called DSE (Distance, Sociability, Energy) exploits three criteria: i) spatial distance between users and tasks, ii) user sociability, which is an estimate of the willingness of users to contribute to sensing tasks, and iii) remaining battery charge the devices. Results of the performance evaluation reveal that the average number of recruited users improves by nearly 20 percent if compared to policies using only spatial distance as selection criterion.
The fourth paper titled "Lightweight Mutual Authentication for IoT and Its Applications" by Nan Li, Dongxi Liu, and Surya Nepal investigates security schemes to support the development of smart city applications underpinned by Internet of Things data. The uninterrupted and accurate functioning of IoT devices are critical to smart city applications as crucial decisions will be made based on the data received. The challenge is in designing a secure mutual authentication protocol that is affordable and efficient for resource constrained devices. They propose a lightweight mutual authentication protocol based on a novel public key encryption scheme. The proposed protocol takes a balance between the efficiency and communication cost without sacrificing the security. Experimental evaluation of the proposed scheme reveal, at a similar security level, the proposed scheme's performance is significantly better than existing RSA and ECC based schemes.
The fifth paper titled "Graph Encryption for Top-K Nearest Keyword Search Queries on Cloud" by Chang Liu, Liehuang Zhu, and Jinjun Chen investigates graph encryption method for an important type graph queries in smart cities called top-k Nearest Keyword (kNK) searches. The authors claim that though keyword searches over encrypted textual data have been extensively studied, approaches for encrypting graph-structured data with support for answering graph queries are still in its infancy. They design several indexes to store necessary information for answering queries and guarantee that private information about the graph such as vertex identifiers, keywords, and edges are encrypted or excluded. Security and efficiency of the proposed graph encryption scheme are demonstrated and supported by theoretical proofs and experiments on real-world datasets, respectively.
Overall, the special issue compiles an excellent list of papers which make ground-breaking contributions to the design and development of techniques that will empower future smart cities. We hope that both scientific and academic communities will benefit from these special issues.
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